
 
 

Head Data & ICT 
 
 
 

 

Duties and Responsibilities 
 
 
Strategic Management  
 

a) assisting the CEO and other senior management in the formulation and 
implementation of the Agency’s ICT Strategies, Programmes and Initiatives (and 
associated budgets) which align to the Government mandate, the National and 
Government ICT Strategies and the government and agency’s business priorities; 

 
b) carrying out adequate research about market, business and technological trends 

to put forward recommendations to the CEO and other senior management for the 
application of ICTs to achieve the agency’s set objectives; 

 
c) assisting the CEO and other senior management to ensure the full optimization and 

return on investment is secured from any ICT investment, the realization of the 
intended benefits and the agency’s total cost of (ICT) ownership is kept to a 
minimum; 

 
 
Project and Service Management 
 

d) managing projects and services being delivered internally by the agency and/or 3rd 
party supplier(s), manages any contracted deliverable to the agency, in an efficient 
and effective manner; 

 
e) depending on the exigencies of the business, carrying out the following activities:   

adequate planning, identification of risks and issues, recommendation of adequate 
solutions and the implementation of the agreed course of action.  

 
f) Liaising with MITA and other suppliers, in terms of projects and services as 

applicable, while coordinating any effort in relation to the planning, administration 
and management of the government infrastructure; 

 
g) using effective techniques and methodologies to attain and manage the above; 

 
Procurement and Contract Management 
 

h) managing the procurement of quality, cost-effective ICT solutions and equipment, 
including tender and contract preparation and negotiations ensuring alignment to 
the Government Procurement regulations; 

 



 
i) monitoring and ensuring that contracted suppliers are delivering services and 

products in accordance with contractual obligations; 
 

j) using effective techniques and methodologies to attain and manage the above; 
 

k) drawing up, managing and tracking the status of the ICT&Data Budget; 
 
Information and Change Management 
 

l) analyzing information management requirements through appropriate information 
gathering techniques and evaluating applications to provide the business with the 
necessary information and systems that enable them to deliver a better service to 
their clients; 

 
m) ensuring that the agency is adopting a change management approach to the 

introduction of new applications and processes, proposing any efficient and 
effective internal processes that facilitate the delivery of ICT services and products 
and their intended benefits; 

 
n) using effective techniques and methodologies to attain and manage the above; 

 
 
Governance 
 

o) in collaboration with MITA and IMU OPM, developing and implementing ICT policies, 
data strategies, security, including business continuity and disaster recovery planning 
and associated compliance measures and assessment methods, including threat and 
vulnerability assessments. Providing guidance, advice and training to ensure 
alignment to GMICT Policies, Standards and Directives, and any other standards that 
may be adopted by the Agency from time to time; 

 
p) working closely with the Government’s policy authority departments, and auditors, 

in the preparation and review of the compliance-specific parts of policy documents 
and in carrying out audits; 

 
q) Carrying out user satisfaction surveys within the Agency, to gauge satisfaction 

levels of ICT services and products; 
 
Application Management 
 

r) coordinating User Acceptance Testing and preparing application roadmaps, 
requirements definitions, training guides and provide training for the effective 
utilization of the ICT and business applications to ensure increased take-up and their 
appropriate use; 

 
s) managing applications, and implementing reporting mechanisms and/or providing 

direction to application providers in terms of strategic and operational matters, 



 
priorities, processes and approaches relating to the agency’s corporate and business 
information systems; 

 
t) using effective techniques and methodologies to attain and manage the above; 

 
 
General 
 

u) liaising with the different sections within the Agency and the OPM, any other 
government departments, and regulating bodies such as Malta Information 
Technology Agency (MITA), the Department of Contracts, Budget Affairs, the 
Management Efficiency Unit (MEU), Business 1st and the Malta Enterprise (ME); 

 
v) making aware and promoting of the General Data Protection Regulation by liaising 

with the Agency/OPM Data Protection Officer as well as team members, both during 
the design as well as the operational stages of information systems to ensure 
compliance; 

 
w) actively participating in working groups, task forces, etc. as tasked by the CEO. 

Building and maintaining an excellent working relationship with all relevant 
stakeholders.  Managing any resources (human, financial, etc.) that may be assigned 
under his/her responsibility by the CEO; 

 
x) carrying out any other duties as directed by the respective Agency’s CEO and its 

senior management. 
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